Lab-built. Not production-tested. These cards are distilled from lab-built material.
Neither source repo has been run against a production tenant. Use them to start a

conversation and agree on defaults before an incident, not as a substitute for your own
policy, legal advice or vendor guidance.



https://github.com/mikedsosa/entra-account-compromise-ir
https://github.com/mikedsosa/azure-entra-identity-hardening
https://github.com/mikedsosa/azure-entra-identity-hardening






https://mikedsosa.com/blog/order-of-operations/
https://mikedsosa.com/blog/order-of-operations/
https://github.com/mikedsosa/entra-account-compromise-ir/blob/main/docs/runbook.md






https://mikedsosa.com/blog/report-only-first/
https://mikedsosa.com/blog/report-only-first/
https://github.com/mikedsosa/azure-entra-identity-hardening






https://github.com/mikedsosa/entra-account-compromise-ir
https://mikedsosa.com/blog/order-of-operations/
https://mikedsosa.com/blog/order-of-operations/



https://mikedsosa.com/blog/order-of-operations/
https://mikedsosa.com/blog/order-of-operations/
https://mikedsosa.com/blog/report-only-first/
https://github.com/mikedsosa/entra-account-compromise-ir
https://github.com/mikedsosa/entra-account-compromise-ir
https://github.com/mikedsosa/azure-entra-identity-hardening
https://github.com/mikedsosa/azure-entra-identity-hardening



https://learn.microsoft.com/en-us/entra/identity/users/users-revoke-access
https://learn.microsoft.com/en-us/entra/identity/users/users-revoke-access
https://learn.microsoft.com/en-us/graph/api/user-revokesigninsessions?view=graph-rest-1.0
https://learn.microsoft.com/en-us/graph/api/user-revokesigninsessions?view=graph-rest-1.0
https://learn.microsoft.com/en-us/entra/identity-platform/access-tokens
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-continuous-access-evaluation
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-continuous-access-evaluation
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-continuous-access-evaluation
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-conditional-access-report-only
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-conditional-access-report-only
https://learn.microsoft.com/en-us/entra/identity/conditional-access/what-if-tool
https://learn.microsoft.com/en-us/entra/identity/conditional-access/what-if-tool
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/security-emergency-access
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/security-emergency-access
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-by-location
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-by-location
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/reference-reports-data-retention
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/reference-reports-data-retention




